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Windows Vista Configuration for LOGINventory

Overview

In Windows XP Service Pack 2, Microsoft shipped a vastly improved -- at the time -- client-
based firewall solution. The Windows XP firewall in SP2 was enabled by default, which
meant that computers were instantly granted better protection from attack. However, the
firewall in XP SP2 was missing some key features that have been included in Vista
Windows Firewall

The Vista Windows Firewall knows three different configuration sets, named
1 Domain Profile
1 Private Profile
1 Public Profile

The o6Domain Profiled is used automatically in Acti
whitepaper we are going to describe the necessary configuration steps for using
LOGINventory.

The default configuration of the Windows Firewall policyin6 Do ma i n amrdo féiPlra & at e
P r o fallowsethie following incoming exceptions:

1 Core Networking

1 Network Discovery

9 File and Printer Sharing

LOGINventory performs an inventory using the following methods during an IP-Scan:
1 Ping/ICMP (mandatory)
1 Remote Registry based on File and Print Services (mandatory)
1 WMI based on RPC (optional)

By default, the 6Re maostatedRetagnatedlly, which nsustbev i ce i s
changed.

In order to take a complete inventory from a Vista PC, the Windows Firewall configuration

must be adjusted to fulfil these requirements.

Vista editions

Vista Home versions can not be scanned remotely due to missing APIs (just like XP
Home), but you may execute LOGINfo.exe locally. No special configuration is needed.

I n this doc uWiadows \ihsetoaede Vista Basiness, Vista Enterprise and
Vista Ultimate.
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Configuration of Windows Vista using Control Panel

The first method, which you could consider the "traditional" or basic management method,

will be familiar to anyone that has managed Windows XP.

First of all, make sure that tharestmtedvi ces O06Serverd
automatically, by navigating to Start / Control Panel / Administrative Tools / Services

In Vista, the Windows Firewall management interface can be found at
Start / Control Panel / Windows Firewall:

To change your firewall settings, select the Change settings option. This option opens up
the Windows Firewall Settings window. When you open this window, the General tab is
selected.
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